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ABSTRACT Recently, the mobility industry has been striving to integrate various functions into a single platform
to reduce SWaP-C (Size, Weight, Power, and Cost). However, the railway signaling sector still processes High-
Criticality (ATP) and Low-Criticality (ATO) functions on physically separated boards due to stringent safety
standards. This paper proposes a Mixed-Criticality System (MCS) architecture based on a static partitioning
hypervisor to achieve this integration. The proposed structure ensures hardware-level isolation by physically
partitioning resources, thereby minimizing interference between the RTOS and GPOS. To verify its feasibility, a
Software-in-the-Loop (SITL) proof-of-concept was conducted prior to hardware application. The results confirmed
the performance guarantee of high-criticality systems and the independence between systems. This research is
expected to serve as a core technology for reducing wiring and SWaP-C and improving maintainability through
future integration with systems such as TCMS.

Key-Word : On-board Signaling System, Mixed-Criticality System(MCS), Static Partitioning Hypervisor, System
Integration

1. M E 2.1 Theoretical Background

Recently, the mobility industry has been
increasingly attempting to integrate diverse
functions into a single hardware platform to reduce
SWaP-C (Size, Weight, Power, and Cost). However,
on-board signaling systems for railways still
operate the ATP (Automatic Train Protection) a
high-criticality safety function and the ATO
(Automatic Train Operation) a low-criticality non-
safety function on separate physical boards.

To address this, this paper proposes a Mixed-
Criticality System (MCS) architecture for on-board
signaling systems by utilizing Jailhouse, a static
partitioning hypervisor that provides hardware
resource isolation at the physical level. Furthermore,
this study aims to experimentally validate the
reliability of the proposed architecture and
demonstrate the guaranteed independence between

sub-systems.
2. 2 &

2.1.1 Mixed-Criticality Systems (MCS)

A Mixed-Criticality System (MCS) is defined as a
system that integrates components with different
levels of importance and safety requirements onto a
single platform. In the context of railway signaling,
implementing the Automatic Train Protection (ATP) a
safety-critical system requiring real-time guarantees
and the Automatic Train Operation (ATO) a non-safety
function with relaxed real-time constraints on a single
hardware platform constitutes a representative
example of an MCS.

2.1.2 Jailhouse Hypervisor

Jailhouse is an open-source, static partitioning
hypervisor developed by Siemens. Unlike general
purpose hypervisors (such as Xen) that maximize
efficiency through dynamic hardware resource



scheduling, Jailhouse is specialized in physical
hardware isolation based on an Asymmetric Multi-
Processing (AMP) approach.

In this paper, Jailhouse was selected as the
hypervisor for the following reasons: High Isolation
and Interference-Free  Environment:  Jailhouse
provides high isolation by permanently allocating
dedicated CPU cores, memory regions, and 1/O
devices to each partition (cell). This fundamentally
prevents resource contention and ensures that a failure
in one cell does not propagate to others (fault
containment). Minimal Overhead and Determinism:
Due to its lightweight and simple structure, Jailhouse
exhibits significantly lower overhead compared to
other hypervisors. These characteristics are ideal for
ensuring the real-time performance and deterministic
behavior required by the ATP system.

2.2 Architecture

The proposed architecture (see Fig.1) is based on
the Jailhouse hypervisor and consists of four cells. The
Root cell runs Linux as the OS for non-safety
functions, where the ATO (Automatic Train
Operation) is executed. This cell can also
accommodate future non-safety functions like TCMS
(Train Control and Management System) for system
scalability. Three Inmate cells run RTOS (Real-Time
Operating System) as the environment for safety-
critical functions, where the ATP (Automatic Train
Protection) operates. The ATP system is designed with
three cells to implement a 2-out-of-2 (2002)
redundancy scheme: two cells process data and logic,
while the third acts as a voter cell to verify the outputs
from the other two cells.
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Fig. 1 ATP/ATO Integration Architecture.

2.3 Experiment and Verification
2.3.1 Experimental Environment
The experiment described in this section is a proof-
of-concept at the SITL (Software In The Loop) stage
prior to actual hardware implementation. The
experimental environment is summarized in Table 1.
Table 1 Experiment settings

Item Version/Spec

Host OS Windows 1+ WSL2(ubuntu 24.04.4 LTS)
WSL2 kernel 6.687.2

QEMU 8.2.2 -cortex-A57,16cpu,1GB RAM
Jailhouse Vv0.12

Linux kernel 5.15.86

FreeRTOS V.11.10

Cross compiler Aarch64-linux-gnu-cgg 13.3.0

Timing source ARM cp15 generic timer, 62.50MHZ

Load tool Stresss-ng0.12.06,

cpu_stress(self-made)

2.3.2 Hardware Partitioning

The hardware partitioning map for implementing
the architecture (see Fig.1) used in the experiment is
shown in Table 2

Table 2 memory & CPU Partitioning Map.

cell Cpu/OS Adress Size
Root(ATO) 0,4~15(Linux) 0x40000000 768MB
Inmate A(ATP) 1(RTOS) OX7FAL0000 | 256KB
Inmate B(Voter) 2(RTOS) 0x7FA60000 256KB
Inmate C(ATP) 3(RTOS) OXx7FAB0000 | 256KB
Shmem A—B 0x7FA50000 16KB

Shmem B«C 0x7FAA0000 16KB

2.3.2 Experiment Design
Based on the 500ms cyclic communication

requirement specified in KRS SG 0069 — 19, the

experiment scenario was designed.

Accordingly, Inmate A&C (ATP) transmits a

sequence number and data to the voter via a shared
address every 400ms. The Inmate B (Voter) verifies

the consistency of the received data and outputs
SAFE/FAULT, implementing a 2-out-of-2 (2002)

system.

The experiment consists of three tests: temporal




isolation test, spatial isolation test, and fault isolation
test. Temporal Isolation Test: Measures whether CPU
and memory bus load from ATO (Linux) affects the
execution time of other cells (the 2002 system). CPU
load is applied via register operation loops(minimizing
memory bus access), while memory bus load is
generated using the stress-ng write64 command for
64-bit sequential writes. Spatial Isolation Test: Verifies
if the 2002 system operates normally even when ATO
(Linux) performs invalid memory writes (e.g., to
shmem_AB). Fault Isolation Test: Confirms whether
faults in ATO (Linux) (e.g., system stop or failure)
propagate to the entire system. During normal 2002
operation, ATO (Linux) was forced into a panic state
to observe system behavior.

2.3.3 Experiment Results
Table 3 and Fig. 2 show the results of the Temporal
Isolation experiment. Despite the high-latency virtual
environment, the average response time was less than
401ms, with zero faults recorded, confirming the real-
time performance.
Table 3 Temporal Isolation Result (n=99)

influenced by the memory bus, and techniques such as
cache coloring and bandwidth limiting are expected to
reduce it further.

Table 4 presents the spatial isolation test results.
After sequence 19, ATO (Linux) halted due to an
invalid memory write to shmem_AB, but the 2002
SAFE system achieved 100% safety. This confirms
that memory was statically allocated and isolated.

Table 4 Fault Isolation Test Result

RootCell State Iter. SAFE FAULT
Linux normal(0~18) 19 19 0
Memory Attack (seq 19) 1 1 0
Linux Halt(20~29) 10 10 0
total 30 30 0

Table 5 shows the survival experiment results. After
sequence 19, a kernel panic occurs, but the 2002
SAFE system achieves 100% safety. This confirms
that the ATP remains independent and uncorrupted by
a complete ATO failure, and the system operates
normally even without the Root cell.

Table 5 Fault Isolation Test Result

Condition | CPU Usage | AVG(ms) JITTER FAULT
IDLE 0.1% 400.006 0.681 0
CPU load | 100.0% 400.768 8.960 0
MEM load | ~99.9% 400.866 12.656 0
Temporal Isolation Test
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Fig. 2 Temproal Isolation Result
The CPU load exhibits a smaller jitter (8.960)
compared to memory bus load jitter (12.656) because
CPU cores are subject to static partitioning, while the
memory bus is shared among all cells, leading to
higher jitter. This demonstrates the effectiveness of
Jailhouse's static partitioning. The CPU jitter is likely

RootCell State Iter. SAFE FAULT
Linux normal(0~18) 19 19 0
Kernel Panic(seq 19) 1 1 0

Linux Halt(20~29) 10 10 0
total 30 30 0
3. Conclusion

This paper proposes and verifies an integrated
ATP/ATO multi-core system (MCS) architecture based
on the Jailhouse static partitioning hypervisor. The
ATP (2002) system was experimentally confirmed to
operate normally without faults even under extreme
conditions such as 100% CPU saturation, memory bus
overutilization, and kernel panic in the ATO (Linux
cell), demonstrating the feasibility of static
partitioning-based integration of ATP/ATO in railway
systems. Future work aims to minimize memory bus
interference and enhance inter-cell independence by
applying techniques like cache coloring and memory
bandwidth limitations, thereby reducing latency and
creating a more deterministic system. If implemented
in real-world systems, this approach is expected to
significantly improve SWaP-C (Size, Weight, Power,




and Cost) and maintenance efficiency in railway
vehicles.
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